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“Cyber Security issues and attacks against oil and gas infrastructure:
A European perspective”

With the discoveries of a wealth of natural resources in the Eastern Mediterranean basin and the
increasing threat of cyber-attacks worldwide, it is of paramount importance to address cyber-security
issues, risks and attacks against oil and gas infrastructure in the context of our region, taking into account
European legislation and policy on the matter. It is of course axiomatic that issues relating to cyber
security and attacks are pertinent not only in this region but also around the world. For these purposes it
is deemed necessary to provide an examination of all relevant aspects relating to the regulatory
framework aiming to prevent, prohibit and punish cyber attacks and promote cyber security awareness
with particular emphasis on oil and gas infrastructures. As cyber security becomes more and more
important for oil and natural gas infrastructures in general and industrial control systems (ICS) in
particular, and as cyber attacks or threats worldwide are increasing daily, our expertise in this field need
to grow so as to protect one of the most vulnerable sectors. The European Union has initiated an
important strategy, as part of its Europe 2020 strategy, aiming to deliver smart sustainable and inclusive
growth across the Union, the Digital Agenda for Europe, taking into account the fact that the digital
economy is growing at seven times the rate of the rest of the economy. And it is not only the digital
economy which is growing — this is something that could be discussed elsewhere — but also the costs of
cyber breaches. Within that context, the EU proposed-Directive on cyber security addresses to a great
extent issues relevant to our discussion.



